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THE UNIVERSITY OF WARWICK
UNIVERSITY REDUCES ACCESS RISK
WITH SAP® BusinessObjects™ ACCESS
CONTROL
QUICK FACTS

“With faculties and departments that
each have their own established way
of working, a central solution that
enforces a defined rule structure
across the university is invaluable.”
David Cowling, Head, SAP and Finance Systems,
The University of Warwick

Company
• Name: The University of Warwick
• Location: Coventry, Warwickshire,
United Kingdom
• Industry: Higher education and research –
university systems
• Products and services: Higher education
courses; business, medical, and other
professional training; and research
• Revenue: £408 million (€463 million)
• Employees: 4,992
• Web site: www2.warwick.ac.uk
• Implementation partner: su53 Solutions Ltd.
Challenges and Opportunities
• Reduce the risk of fraudulent and uncontrolled spending arising from staff having
inappropriate access
• Cut the time taken to audit and monitor
authorization levels
• Improve the visibility of access issues
Objectives
• Support the enforcement of centralized
access rules across the organization
• Introduce automated reporting of access
conflicts
• Enable ongoing revision of access rules cut
SAP® Solutions and Services
SAP® BusinessObjects™ Access Control
application

Implementation Highlights
• Straightforward implementation by the
university’s in-house team specializing
in SAP software
• Team of 7 managing access for 825
employees
• Intuitive reporting screens, enabling use
by nontechnical users
Why SAP
• Easy integration with the existing SAP
ERP application
• Deployment of functionality that is based
on best practices
Beneﬁts
• Improved control of the user authorization
process
• Rapid identification of segregation-of-duty
conflicts, thanks to at-a-glance reporting
• Reduced time spent on manual analysis
of spreadsheets, freeing up internal audit
staff for other tasks
• Emergency access functionality, enabling
IT staff to complete urgent transactions
• Support for ongoing analysis and optimization of security rules
Existing Environment
SAP ERP
Third-Party Integration
• Hardware: Sun Solaris
• Operating system: UNIX
• Database: Oracle

With pressure for financial governance increasing throughout the
industry, the University of Warwick – situated on the outskirts of
the city of Coventry, straddling the city’s boundary with the county
of Warwickshire, United Kingdom – wanted to improve and automate
access control processes. “Security has always been a top priority
for us, but our existing spreadsheet-based system made it difficult
to audit user access on a regular basis,” explains David Cowling,
whose title at the university is head of SAP and finance systems.

of possible fraudulent activities, which
could result from staff having inappropriate access.
“We were looking for a tool that would
help us manage our access control
more efficiently and enable us to see
quickly where SoD rules are broken,”
says Cowling. “In this way, we’d be
able to take appropriate action in a
timely manner.”

Best-Practice Solution
To address this, the university implemented the SAP® BusinessObjects™
Access Control application – reducing
the risk of fraud while improving operational efficiency by automating its access
governance and compliance processes.

constraints help the university to comply
with antifraud legislation by making sure
no one can complete an entire process
cycle on his or her own – for example,
raising a purchase order and then signing
off the related invoice.

Complex Organization

“If our strict access rules are broken,
it can be possible for people to make
purchases without first going through
the proper approval channels,” comments Cowling. “This could leave us
open to the risk of unchecked, spiraling
costs – or even the possibility of
embezzlement.”

With over 21,000 students and just
under 5,000 members of staff, the
University of Warwick is one of the
United Kingdom’s most prestigious
universities. Incorporating a business
school and a medical school as well
as an arts center, science park, online
job agency, and retail businesses, it is
a complex and extensive organization.
The university is an established user
of the SAP ERP application, enabling it
to manage activities across its operations. But to minimize the risk of fraudulent and uncontrolled spending, it is
critical that staff members using the
solution have access to only the functionality they need to complete day-today tasks. Segregation-of-duty (SoD)

Time-Consuming Manual System
Prior to implementing SAP
BusinessObjects Access Control, the
university had used a set of spreadsheets and forms to document and
control access for staff in 60 departments. The approach was complex and
time consuming. The university was
aware that it had to increase compliance without increasing complexity.
And it knew it had to reduce the risk

When looking for a suitable tool, SAP
BusinessObjects Access Control was
the obvious choice, as it integrated well
with the existing SAP solution and
offered functionality based on best
practices. Having identified key risk
areas and defined rules that would limit
SoD conflicts, the university’s own SAP
software team – a group of in-house
experts that specialize in SAP software
– implemented the solution. SAP partner su53 Solutions Ltd. provided quality
assurance and advice after the initial
installation.
Now, through the automated access
control solution, the university’s sevenmember SAP software team is able to
manage and monitor access provided
to 825 users of SAP ERP. According
to Cowling, user-friendly intuitive navigation makes the software straightforward to use. “You don’t need to be
technical to use SAP BusinessObjects
Access Control,” remarks Cowling.
“You click on the report that you want,
and you get the information you’re looking for – it’s that simple.”

“You don’t need to be technical to use SAP BusinessObjects Access Control.
You click on the report that you want and you get the information
you’re looking for – it’s that simple.”

David Cowling, Head, SAP and Finance Systems, The University of Warwick

Impact on Productivity

Continuous Improvement

Besides letting the university’s SAP
software team grant authorizations
in an efficient and timely manner, the
new solution also significantly reduces
the risk of employees being given inappropriate levels of access, thanks to
thorough automated checks. Previously,
members of the internal audit department
had to scour manually through numerous
spreadsheets to see which permissions
people had been given and check
whether anyone had access that violated
the university’s predefined SoD rules.
As well as being inefficient, this painstaking process made it easy to overlook SoD violations.

With compliance monitoring taking up
a fraction of the time it used to, the
university’s SAP software team and
the internal audit department have more
time to analyze and optimize security
rules, making appropriate alterations
to keep up with the changing needs of
a dynamic organization.

However, with SAP BusinessObjects
Access Control, automated managementby-exception reporting helps the team

“Over time, people’s roles change and
the requirements of different jobs evolve.
Some employees don’t need all the
functionality that they were initially given
– and some need more,” comments
Cowling. “SAP BusinessObjects Access
Control helps us to assess risk levels
on an ongoing basis and make appropriate changes. It’s a process of continuous improvement.”

“SAP BusinessObjects Access Control helps us to assess risk levels on an ongoing
basis and make appropriate changes. It’s a process of continuous improvement.”

complete transactions as required – for
example, organizing a payment to a
supplier. However, to maintain transparency, all actions are logged and the
relevant business owners are automatically informed.
“Superuser privilege management
functionality offers us the flexibility
to react effectively and quickly to complete urgent tasks, while giving business
owners peace of mind that all actions
are carried out in an open and transparent way,” emphasizes Cowling.

Trailblazer in User Provisioning at
Academic Institutions
The university plans to extend its
use of SAP BusinessObjects Access
Control in the near future. By introducing compliant user provisioning functionality, it will enable employees to
submit access authorization requests
online – saving time and further improving the efficiency of the access control
process.

David Cowling, Head, SAP and Finance Systems, The University of Warwick

to see at a glance if there are any SoD
conflicts and quickly pinpoint them.
“The efficiency of the access auditing
process has improved significantly, and
this has had a huge impact on the workload of the internal audit department,”
highlights Cowling. “Not only do staff
have time to scrutinize compliance with
our access rules more regularly, but they
can also spend more time on other tasks
not related to SAP software. It helps
them to be much more productive.”

Flexible Emergency Access
While control over user access has
improved, superuser privilege management functionality within SAP
BusinessObjects Access Control
helps ensure that tight restrictions
do not cause difficulties and delays
when a member of staff is off sick. If
necessary, members of the university’s
SAP software team can gain emergency
access to all areas of SAP ERP and

“As one of the first UK universities to
manage SAP ERP–user authorizations
with SAP BusinessObjects Access
Control, we are leading the way in
optimizing user provisioning efficiency
while reducing the risk of illegal activities,”
concludes Cowling. “With faculties and
departments that each have their own
established way of working, a central
solution that enforces a defined rule
structure across the university is
invaluable.”
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