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Achieving Sustainable Compliance
for Global Growth with
SAP® BusinessObjects™ GRC SOLUTIONS
Quick facts

“SAP BusinessObjects Process Control
enables us to continuously monitor
our internal control and audit pro
cesses. It provides us with a real-time
view of where we stand, and how
effectively we progress.”
Manfred Hoehl, Director Internal Control,
Elster Group SE

Company
•	Location: Essen, Germany
• Industry: Industrial machinery and
components
•	Products and services: Smart Metering
Infrastructure, integrated metering and
utilization solutions for the utility industry
•	Revenue: US$ 1.7 billion
•	Employees: 7,000
•	Web site: www.elster.com
• SAP implementation partner: Protiviti GmbH

SAP Solutions and Services
• SAP BusinessObjects Access Control
application
• SAP BusinessObjects Process Control
application

Challenges and Opportunities
• Standardize monitoring of financial
processes group-wide
• Manage integrated process and control
framework (IPCF) despite heterogeneous
systems
• Improve transparency and productivity
• Support decision making with task-based
information delivery
•	Reduce workload via support of
automated controls and workflows

Why SAP
• Ability to meet needs of IT, business users,
and auditors
•	Expertise in access and process control
software
• Integrated governance, risk, and
compliance software across SAP
BusinessObjects solutions

Objectives
• Standardize process and access control
• Automate compliance with SarbanesOxley Act
•	Reduce IT workload

Implementation Highlights
•	Proof of concept, architecture and project
management by Protiviti
• Deployment on schedule and within budget
•	Fast realization of business value

Benefits
• Access issues identified and resolved early
•	Transparent processes and audit trails
• Increased visibility and automation of
control processes for compliance
• Improved efficiency via intelligent access
and process control

Prior to going public on the New York Stock Exchange in
September 2010, Elster Group SE needed an integrated
process and control framework to enable global compliance
across its heterogeneous IT landscape. The group found its
solution with the SAP® BusinessObjects™ Access Control
and SAP BusinessObjects Process Control applications.

have been a costly and labor-intensive
endeavor,” claims Malte Globig, internal
audit manager for Elster. The internal
audit department worked closely with
its colleagues from IT and the internal
control department to implement a
more powerful and efficient solution.

Laying the Foundation for
Global Compliance

As many as 80% of all international
business transactions among the Elster
Group companies run through standalone solutions based on the SAP ERP
application. The remaining transactions
are supported by enterprise resource
planning (ERP) software from two other
manufacturers and by legacy systems.
Detailed research revealed only two
acceptable solutions for establishing a
holistic, integrated process and control
framework (IPCF) in such a heteroge
neous IT landscape. These were the SAP
BusinessObjects Access Control and
SAP BusinessObjects Process Control
applications, both of which are part
of the family of SAP BusinessObjects
governance, risk, and compliance
(GRC) solutions.

Through its implementation of the SAP
BusinessObjects Access Control and
SAP BusinessObjects Process Control
applications, Elster Group SE is enabling
global compliance and realizing increas
ing value from its integrated process
and control framework (IPCF). The
group can now identify its financial and
operational risks efficiently, improve
financial reporting times, and comply
with the Sarbanes-Oxley Act (SOX).

Ahead in Smart Metering
Technology
Climate change is one of the most
pressing topics of our time. The growing
energy demand of industrialized and
emerging societies is raising carbon
dioxide (CO2) emission levels, along
with oil, gas, and electricity prices.
Consequently, companies are looking
for ways to use resources more respon
sibly and ecologically. Here, Elster is
making a significant contribution with
its advanced metering infrastructure,
which helps the utility industry use
energy more efficiently, reduce costs,
and optimize system operations. The
company’s metering devices provide

reliable information about energy con
sumption levels, assist invoicing by
using flexible, time-based tariff models,
and report gas pipeline leaks and power
outages automatically.
The Elster Group comprises more
than 60 legal entities with over 7,000
employees and operates in more than
30 countries across five continents.

Legal Requirements as a Business
Opportunity
Before its initial public offering on the
New York Stock Exchange in September
2010, Elster faced the task of preparing
for the due diligence audit required for
SOX compliance. SOX Section 404
states that each company must demon
strate yearly that it uses an internal
control system for internal control over
financial reporting. The financial state
ments must then be confirmed by both
corporate management and an
independent auditor.
For Elster, complying with this regula
tion meant performing, documenting,
and testing more than 2,000 risks and
internal controls – from scratch. “Using
spreadsheets to complete the neces
sary documentation and finalizing the
testing process by the deadline would

Connecting Systems Across
Borders

The SAP applications offer an integrated
solution for realizing sustainable compli
ance structures. A central data reposi
tory simplifies realization of a complete,
seamless control process and enables
business users to create performance
and status reports. Users can also
trace back and evaluate all relevant
processes and audit trails. Since every
workflow is controlled through access
rights, control and decision-making
processes across all levels can be
separated and automated without risk.

“This wasn’t the first time we have worked with Protiviti. Once again,
the company demonstrated its expertise in both the process and
the technology field.”

Roland Volske, IT Director EMEA & APAC, Elster Group SE

Resolving Access Conflicts
With the help of Protiviti GmbH, a global
consulting company specializing in
governance, risk management, and
internal auditing, the project team initially
concentrated on separating functions
as completely as possible. They also
worked on establishing a conflict-free
access management model to control
segregation of duties (SoD) both within
and outside the ERP systems.
Protiviti supported the implementation
of a test environment for proof of
concept and took responsibility for
the global architecture concept and
implementation. “This wasn’t the first
time we have worked with Protiviti,”
Roland Volske, IT director EMEA &
APAC at Elster explains. “Once again,
the company demonstrated its expertise in the process and technology
field.” Tests carried out on actual user

IT director Volske. “The SAP application
enabled us to perform and complete
the conflict analysis and resolution in
a quarter of the time required for a
manual approach.” Now, the matrix
contains 199 standard risk definitions
and 11 customized risk definitions the
project team created according to the
special needs of Elster Group‘s IPCF.

10,000 Roles Under Control
Today, every SAP software-based sys
tem in Elster’s Central European and
North American operations, plus four
non-SAP systems in the US and Latin
America, are connected to a single,
integrated access control infrastructure.
There are almost 3,000 users, and more
than 10,000 roles have been assigned.
Clearly defined dashboards and reports
provide IT staff, auditors, and the man
agement with reliable, real-time informa

“Using an integrated solution, we have created a sustainable compliance
infrastructure and simultaneously paved the way for continuous auditing
across the globe.”
Malte Globig, Internal Audit Manager, Elster Group SE

access rights – which have been checked
against the SoD matrix – confirmed the
effectiveness of the solution based on
SAP BusinessObjects Access Control
and SAP BusinessObjects Process
Control.
“The SoD matrix in SAP BusinessObjects
Access Control covered around 90% of
all our companies’ requirements,” says

tion. Potential conflicts are displayed and
explained automatically. Consequently,
line managers can check and resolve
these conflicts rapidly, regardless of their
location in the world. “Very early on in
the project, we established an individual
SoD matrix that identified all of our
company’s ERP-related SoD violations,”
claims Volske. “Even highly complex
inter-linkages could be detected quickly.”

Tailor-Made for Control
Performance Support
After completing access control, Elster
implemented SAP BusinessObjects
Process Control to manage its internal
control system. Today, the application
gives about 200 internal controllers and
audit experts transparency throughout
their accounting processes. It supports
a compliance approach based on the
routine performance of controls to mini
mize risks related to business processes.
Integrated functionality helps to docu
ment the effectiveness of the control
environment. The software also enables
users to certify the current status and
analyze information related to individual
control processes.
“SAP BusinessObjects Process Control
enables us to continuously monitor our
internal control and audit processes.
It provides us with a real-time view of
where we stand, and how effectively
we progress,” states Manfred Hoehl,
director of internal control at Elster.
Today, with the software in place, Elster
can almost effortlessly review and
control each of its organizational units
in scope.
In addition, business processes and
process controls are more secure and
efficient. The software supports users
via automated notes on due work items.
System-based workflows enable plan
ners and internal and external control
staff to collaborate smoothly and with
out costly and time-consuming travel,
simply via a comfortable Web interface.
These workflows can be created quickly.

www.sap.com /contactsap

With a few mouse clicks, a planner can
define the content, frequency, and due
date of a control task, and assign it to
a staff member.
The responsible staff members auto
matically receive e-mail notification of
current and pending tasks. After staff
log on, the software displays their
personal work list. Reports enable
staff members to check these entries
in greater detail. Every process can
be commented on, confirmed, and
forwarded electronically within the
system, which simplifies and accelerates
process control activities in business
processes. Deploying SAP software
enabled Elster Group to become at least
15% more efficient in performing
control tasks.

Continuous Auditing as Accurate
as an Elster Meter
SAP BusinessObjects Process Control
has opened up numerous other possibil
ities as well. For example, the software
is flexible enough that internal audit staff
can access it, thus saving the cost of
additional software. As Malte Globig
explains, “It’s just a very smart solution.
We need to define every single control
only once and can subsequently use
the results for external or internal audits,
and risk management. All we have to
do is assign it to the right framework,
such as ICPF or SOX.”

The moment the electronic workflow
for audit process requires action, the
software notifies the responsible SOX
tester by e-mail, so no deadlines are
missed. It also documents every step
taken with the tester’s name and com
ments added to the test results. Should
the person responsible for subsequent
steps – such as the vice president for
internal audit – find that a particular test
has been performed incorrectly, he or
she can restore the previous procedure
state. And during the testing process,
users can view the current status at
any time, including the number of tests
performed, their success rate, and how
often causes for complaint occur.
When internal resources are scarce,
Elster can also easily add co-sourced
auditors from implementation and con
sulting partner Protiviti to run certain
tests via remote access, which increases
the flexibility of the financial organiza
tion within the performance-driven and
growth-oriented Elster Group.
Elster is fully satisfied with the overall
outcome. The figures speak for them
selves, as Malte Globig reports: “We
have reduced the time spent on con
tinuous auditing by 25%.”
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