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PANALPINA
SAP® CONSULTING AND SAP
BusinessObjects™ ACCESS CONTROL
LEVERAGE INTERNAL CONTROL
QUICK FACTS

“The implementation went well in
terms of quality and speed. We received professional support from SAP
Consulting, with timely responses and
valuable feedback on how to proceed
with the project. We felt we were in
very good hands with the SAP experts.”
Kaloian Soukmandjiev, Project Manager
Corporate Finance, Panalpina Group

Company
• Name: Panalpina Group
• Location: Basel, Switzerland
• Industry: Transportation and logistics
• Products and services: Air freight, ocean
freight, and supply chain management
• Revenue: SFr 8.88 billion (€6.02 billion)
• Employees: 13,500
• Web site: www.panalpina.com
• Implementation partners: SAP® Consulting
and Keneos AG

SAP Solutions and Services
SAP BusinessObjects™ Access Control
application, specifically functionality supporting access risk analysis and remediation and
compliant user provisioning

Challenges and Opportunities
• Comply with the legal requirements applicable to the company’s maintenance of
internal control
• Standardize the access and authorization
processes within the company’s 6 SAP
applications
• Establish consistent roles and profiles
across multiple instances of SAP software

Why SAP
• Long-term, trusted partnership with SAP
• Completeness and flexibility of SAP
BusinessObjects Access Control
• Unrivaled industrial, process, and technology expertise of SAP Consulting

Objectives
• Implement a global authorization concept
with a single IT solution
• Execute precise, transparent, and realtime risk evaluation
• Unify the access process, resulting in lower
IT effort and thus costs

Implementation Highlights
• Implemented on time and within budget
• Enabled by SAP Consulting to execute
further rollouts independently – no external
support required

Beneﬁts
• Thorough risk evaluation based on common
standards and definitions
• Significant rise in process transparency
• Expected reduction of external auditing
costs by 5% to 10%
• Expected time savings involved in user
maintenance of 60% to 75%
Existing Environment
6 SAP software applications

The Panalpina Group, based in Basel, Switzerland, is one of the
world leaders in intercontinental air freight and ocean freight shipments as well as global supply chain management. Its 13,500
employees in over 80 countries are living proof of the firm’s motto
“door-to-door services on six continents.”
As a result of extensive external
growth, Panalpina had six SAP® software applications in place. As each of
these had its own access and authorization processes, it was impossible for
Panalpina to determine the related risks.
In order to establish the efficient, central risk evaluation that would provide
the security and validation expected
from a company’s internal controls,
Panalpina sought to introduce a global
authorization concept and was looking
for an IT application to support it. The
Swiss logistics company was glad to find
a proven, comprehensive, and flexible
solution in the SAP BusinessObjects™
Access Control application, efficiently
customized by the experts of SAP
Consulting.

Introducing a Global Authorization
Concept
The basic requirement of an internal
control system is to help a company
detect risk and provide methods to help
the company manage it. Putting such
a control system in place was the challenge Panalpina was gearing up to take
on. “At one time, there weren’t any
standardized criteria for risk determination and evaluation in place. We used
to decide case by case if there were
any risks related to a certain transaction
or not. We were in need of an extensive,

clearly defined, well-documented, and
obligatory risk evaluation,” remembers
Kaloian Soukmandjiev, project manager
for corporate finance within Panalpina.
The six SAP software applications in
place lacked a unified, automated process for access and authorization. The
result was that Panalpina struggled with
an inconsistent mixture of user profiles
and roles, which made it impossible to
monitor risks associated with tasks that
required monitoring for compliance reasons. External auditors pointed out in
their annual report that risks related to
access and authorization couldn’t be
determined sufficiently. It was the signal
for Panalpina to get active.

Enlisting Industrial, Technology,
and Process Expertise
The Swiss logistics firm came up with
a strategy to introduce global, unifying
authorization processes, the core of
which was the definition of the essential
criteria for risk evaluation. The strategy
consisted of four phases, the results of
each slated for eventual global rollout.
It soon became clear that the strategy
could only be realized through an IT
implementation. Panalpina started to
look for an experienced software partner with a proven IT solution that could
fulfill its requirements.

“For the realization of our global authorization concept, we soon decided to
go for SAP BusinessObjects Access
Control. We liked the comprehensiveness and flexibility of the application, as
we knew we could customize it to the
extent needed. Yet, it offered a useful
set of predefined risk rules, which we
could easily integrate by plug and play
at the same time,” says Soukmandjiev.
The application would enable Panalpina
to manage its processes for compliant
access and authorization control efficiently. And just as important, SAP
BusinessObjects Access Control
would completely support the company’s internal control mechanisms, which
was the ultimate goal of Panalpina.
In order to adapt the application to the
firm’s requirements, Panalpina chose to
get the professional support from SAP
Consulting. “So far, we have always
had very good experiences with the
experts from SAP Consulting – and we
needed them on this mission-critical
project. Their in-depth industrial, technology, and process expertise convinced us: they were able to relate to
both sides – IT and compliance – which
was very valuable for our project,” states
Soukmandjiev.

Getting Help for Self-Help for
Additional Rollouts
Panalpina decided to initiate the implementation of its global authorization
concept in Switzerland and Germany
with its 500 SAP software users there.
The strategy was simple yet compelling: lay the foundation for compliant
risk evaluation by cleaning up and then
staying clean. Panalpina was thrilled that

“We have always had very good experiences with the experts from SAP
Consulting – and we needed them on this mission-critical project. Their
in-depth industrial, technology, and process expertise convinced us: they
were able to relate to both sides – IT and compliance – which was very
valuable for our project.”

Kaloian Soukmandjiev, Project Manager Corporate Finance, Panalpina Group

it could execute this strategy solely with
SAP BusinessObjects Access Control.
In the area of access risk analysis and
remediation, the application offered
Panalpina the opportunity to detect risks
related to access and authorizations in
real time, analyze them precisely, and
promptly correct them. This turned
out to be valuable in combination with
thorough, compliant user provisioning.
As a result, Panalpina found that it was
indeed in a position to manage and unify
the underlying processes, its overarching objective.
The implementation was performed on
time and within budget – to the great
satisfaction of Panalpina. “The implementation went well in terms of quality
and speed. We received professional

France and Italy using its own resources,
with the eventual target of rolling out to
some 60 additional countries being a
very realistic goal.

Dramatically Reducing Time Spent
on User Maintenance
The implementation of the SAP
BusinessObjects Access Control application soon started to pay off from both
a compliance and operative point of
view. “The awareness for authorizationrelated risks could be raised significantly within Panalpina. Our employees are
now sensitized to the amount of possible risks and how to deal with them.
This can partly be put down to the intuitive use of the application,” remarks
Soukmandjiev. “Thanks to the transpar-

“For the realization of our global authorization concept, we soon decided to go
for SAP BusinessObjects Access Control. We liked the comprehensiveness and
flexibility of the application, as we knew we could customize it to the extent
needed. Yet, it offered a useful set of predefined risk rules, which we could easily
integrate by plug and play at the same time.”
Kaloian Soukmandjiev, Manager Corporate Finance, Panalpina Group

support from SAP Consulting, with
timely responses and valuable feedback on how to proceed with the project.
We felt we were in very good hands
with the SAP experts,” says Soukmandjiev. Panalpina benefited as well
from the philosophy espoused by SAP
Consulting: enabling customers to realize further rollouts on their own. This
was key in enabling Panalpina to go on
to establish global authorization in

ent risk evaluation, which corresponds
to an internal control system, we expect
to reach a 5% to 10% savings for external audits this year.”
The process for access and authorization is now unified, resulting in a significant rise in transparency and a major
relief for the IT department. “Thanks to
SAP BusinessObjects Access Control,
we were able to reduce the time spent

on user maintenance by 20% to 30%,
and we firmly expect to reach a 75%
reduction. Our management is now
capable of running real-time reports
centrally, providing them with an up-todate decision basis whenever needed,”
says Soukmandjiev.

Looking Forward to Totally
Automated Processes
Panalpina has more plans for SAP
BusinessObjects Access Control and
SAP Consulting. In order to enhance
the operative handling of roles, the
Swiss logistics company is thinking
about implementing functionality for
extensive enterprise role management
and dedicated superuser privilege management. Both are already part of the
SAP application. “We would like to
have the fully automated process as
soon as possible. With further investments in SAP BusinessObjects Access
Control, we are expecting some significant time and cost savings,” sums up
Soukmandjiev.
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