Solution Brief
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Web Access Management
for Diverse Web Application
Landscapes
Centralizing Authentication,
Security Policy, and Compliance
The proliferation of intranets,
business-to-business extranets, and
cloud applications presents opportu
nities to increase revenues, manage
costs, and deepen relationships with
and among business users. But broad
ening your organization’s internal and
external connections via the Web also
presents significant security, manage
ment, and compliance challenges.
The CA SiteMinder® application is an
SAP-endorsed business solution that
provides policy-based authentication
and authorization in Web settings.
This way, you can deliver applications
more securely to customers, partners,
and employees.

An explosion of technology from intranets
and business-to-business extranets to cloud
applications continues to drive the complexity,
sophistication, and size of global business
networks. This growing connectivity opens
endless possibilities to reduce costs, increase
profits and revenues, improve communica
tions and collaboration, and enhance end-user
experience, productivity, and relationships.
Along with the opportunities, however, comes
a new class of security, management, and
compliance challenges. As your IT organi
zation deploys Web-based applications,
a fundamental question looms: how do you
let business in while keeping risk out?
The answer is the CA SiteMinder application.
CA SiteMinder is certified to work in SAP®
software environments. With advanced, cen
tralized security management functionality
and enterprise-class site administration,
the application enables your organization to
authenticate users and control access to SAP
software and other Web-based applications.
Evolving Approach to Security Challenges
Software applications typically have indi
vidual security systems requiring separate
logon processes, often established among

groups of components and solutions. But
access security generally is not integrated
with other Web-based applications across the
entire enterprise. This creates security silos
across the organization, leading to increased
security risks and high administration costs.
As organizations continue to move to a
Web-based delivery approach for the majority
of applications, the need to extend Web
access management across the enterprise
becomes increasingly important. Leading
organizations seek to standardize and cen
tralize security management to improve the
overall security of Web-based applications.
These factors reveal the need for a single
Web access management system that can
offer centralized authentication, authoriza
tion, and auditing across all Web-enabled
applications.
Integrated Access Security
CA SiteMinder is a robust Web access
management solution that can help protect
all of your Web-based applications. A CA
SiteMinder agent acts as the connection
between the CA SiteMinder application and
your SAP solutions, enabling centralized
Web security.

Web Single Sign-On
CA SiteMinder helps meet the challenges
of multiple user logins by enabling single
sign-on for seamless access across your
Web and SAP applications, portals, and
security domains. Business users can log
in once and be granted appropriate access –
depending on your access policies – to your
Web applications and SAP solutions, without
the need for additional logins.
Strong Authentication Management
CA SiteMinder facilitates a variety of secure
authentication methods to protect sensitive
applications and data. This gives you the
flexibility to protect high-value applications
with stronger authentication methods, while
lower-value applications can be protected by
simpler user name and password approaches.

CA SiteMinder is an SAPendorsed business solution that provides policybased authentication
and authorization in Web
settings, enabling you to
deliver applications more
securely to customers,
partners, and employees.
The application provides access manage
ment support for many authentication sys
tems including passwords, tokens, X.509
certificates, smart cards, custom forms, and

biometrics. Authentication methods can also
be combined for enhanced security measures.
CA SiteMinder extends the authentication
functionality of your SAP applications, pro
viding a centralized point of control for all
authentication policies.

typically located outside the protected inter
nal network, to the enterprise application
server. This advanced integration enables
your SAP applications to verify automatically
that session information is being sent by CA
SiteMinder, rather than an attacker.

Centralized Authorization, Auditing, and
Reporting
With CA SiteMinder, you can centralize
access management for customers, partners,
and employees across all Web applications.
CA SiteMinder lets you set rules and rule
groups to allow or deny access to specific
resources. You can restrict access by user
attributes, roles, and groups and determine
access status based on location and time.
An embedded policy analysis engine and
sophisticated reporting functionality support
your organization’s evolving needs for com
pliance and governance reporting.

In addition, the CA SiteMinder and SAP
application sessions are linked. When the
CA SiteMinder session ends, the corre
sponding enterprise application session is
no longer available, thus reducing the risk
of “session hijacking.”

Dynamic Authorization
Dynamic authorization functionality supports
security policies that evaluate data in real
time from a variety of local or external sources,
including Web services and databases, to
determine access authorization or denial.
This way, you can achieve finer-grained
authorization through contextual evaluation
– limiting access by application and specific
criteria. For example, you can restrict access
to a premium banking service application to
customers with a minimum account balance.
Enhanced Security
Tier-two integration between the CA
SiteMinder agent and your SAP applications
moves the point of trust from the Web server,

Enterprise Manageability
With enterprise-class system management
tools, security personnel can monitor, man
age, and maintain multiple environments
more efficiently, including development, test,
and production environments. CA SiteMinder
includes tools for:
■■ Unattended installs
■■ Operational monitoring
■■ Rolling upgrades
■■ Centralized Web agent management
■■ Application management abstraction
■■ Delegated and segregated management
■■ Web-based administrative user interfaces
■■ Security policy migration
■■ Security zones
■■ Scripting interfaces
Scalability and Reliability
The application is flexible and scalable to
meet your organization’s enterprise-class
security requirements – in terms of the
number of users as well as the number of
protected resources (see the figure). By
helping you manage and centralize security

CA SiteMinder helps you
meet the challenges of
deploying resources via
the Web while maintaining high performance and
high availability. You can
control who has access
to which applications and
under what conditions.

for newly acquired systems and solutions,
CA SiteMinder also can help meet the
particular challenges of growth through
acquisitions and partnerships. Powerful
functionality supports:
■■ Dynamic load balancing
■■ Two-level caching
■■ Policy server clustering and clusterto-cluster failover
■■ Policy store and user store replication
■■ Support for 4- and 8-way symmetric
multiprocessing (SMP) servers
IT Control and Security, User
Satisfaction, Lower Costs
The Web is open for business around the
clock, and CA SiteMinder reliably and effec
tively enables your online presence to be
secure, available, and accessible to the right
users. The application scales to support your
needs – to millions of end users and thousands
of protected resources – with advanced
security management and enterprise-class
site administration functionality.

CA SiteMinder helps you meet the challenges
of deploying resources via the Web while
maintaining high performance and high
availability. You can control who has access
to which applications and under what condi
tions. You can improve users’ online experi
ences, increase the security and manage
ability of your SAP software environment,
and reduce IT administrative costs. And the
application supports regulatory compliance
through the enforcement of policies and the
monitoring and reporting of online activities
and user privileges. Central policy manage
ment, enforcement, reporting, and auditing
functionality enable you to improve compli
ance with regulations that impact IT process
es throughout the organization.
Give the Right Users the Right Access
Now business users can connect with the
information and applications they need to
do their jobs – to place an order, process a
transaction, and so forth – while identities are
managed across diverse Web applications.
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Figure: Process for Securely Accessing Web Applications with CA SiteMinder

You can control access according to the end
user’s right to use a specific application and
context to the business, such as employee,
partner, consultant, or customer.
Mitigate Risks Through Increased Security
CA SiteMinder allows you to reduce the risks
posed by unauthorized access to critical
resources and sensitive information. The
application enables you to protect the content
of an entire Web portal or a specific set of
applications.
Improve User Experience, Productivity,
Efficiency
Provide business users across the enterprise
with a high-quality experience personalized
to their needs, roles, and security entitle
ments. With CA SiteMinder, people can sign
on to a Web site or portal once and gain
access to all relevant applications and data
as defined by their user privileges. End users
can access content that resides in multiple
applications, locations, servers, platforms,
and across Internet domains. By limiting the
number of authentication points, the applica
tion’s centralized security approach enables
you to reduce the likelihood of security
breaches.
Manage and Reduce Costs
The application helps mitigate IT administra
tion costs by eliminating the need to manage
security across multiple disconnected silos.
Your organization can also reduce the burden
on the IT help desk caused by lost or forgotten
credentials – freeing skilled personnel for
more productive activities.
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Support a Range of Platforms
Broad and flexible platform support, from
Microsoft to IBM and more, suits your
organization’s specific requirements. The
application supports a large variety of
servers, standards, user directories, Web
agents, and operating systems.
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Find Out More
To learn more about how the CA SiteMinder
application and the CA SiteMinder agent
can improve the security and manageability
of your SAP environment, call your SAP
representative or visit www.ca.com/iam.
SAP-Endorsed Business Solutions
SAP-endorsed business solutions are com
plementary to SAP software offerings, are
developed in accordance with SAP develop
ment guidelines, and provide additional
choices and flexibility for businesses running
SAP software. SAP-endorsed business solu
tions are powered by the SAP NetWeaver®
technology platform and are offered by
SAP partners.
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