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The benefits of a mobile workplace are clear: faster business
processes, closer connections with customers, and more rapid
decisions. But getting there is not easy. There are few examples
and best practices to follow; even fewer benchmarks exist. To
maximize the benefits of going mobile while managing cost and
limiting risk, you need a sound, effective, and systematic approach
that includes a clear mobile strategy, identified use scenarios, and
a complete service offering and system landscape.

Connecting Data, Controlling Devices, Extending the Enterprise, Realizing the Potential

Executive Summary
In today’s connected world, enterprise
mobility allows organizations to create
business value by engaging closely with
colleagues, suppliers, partners, and customers. With always-on online connectivity, employees aim to get more done in
less time, wherever they are. Theoretically,
mobility allows companies to reduce costs
while increasing efficiency, productivity,
decision speed, and user satisfaction. And
strategic use of mobile devices and apps
can extend well beyond the four walls of
a business to improve customer engagement, customer service, supply chain
operations, and more.
In practice, supporting a multitasking
mobile workforce while providing secure
access to communication tools, business
applications, and transactions – regardless of location or mobile device – is a
large, complex, and potentially expensive proposition. Complicating enterprise
mobility management is the rapid proliferation of mobile technologies and an
ever-expanding inventory of smart
devices – the iPad, iPhone, BlackBerry,

Android, Windows Phone, Windows-based
tablets, and more. In such an environment, it’s all too easy for an organization
to rush to adopt the latest technology,
only to regret it when problems surface.
To maximize the benefits of the mobile
revolution while managing cost and limiting risk, you need a sound, effective, and
systematic approach. A comprehensive
mobility canvas methodology includes
developing a mobile strategy, identifying
use scenarios, and using a road map to
build a complete service offering and
system landscape. Furthermore, you need
to think about the four Cs of realizing a
secure mobility infrastructure: connecting
data, controlling devices, creating applications, and consuming information.
The speed, flexibility, and agility that
mobility can bring to everyday business
processes is unprecedented, and innovative companies are excited to embrace
mobility – connecting the critical content, devices, applications, and users to
create a competitive advantage.
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Access and Security Are Just Two of the Challenges

Enterprise Mobility Isn’t Easy
The value of enterprise mobility is undeniable – faster business processes, closer
customer connections, and more rapid
decisions. But the truth of the matter is
that managing enterprise mobility is hard
to do.
Because enterprise mobility management is still emerging, organizations
have few examples to follow; even fewer
best practices or benchmarks exist. At
the same time, it is a rapidly developing
topic in terms of both technology and
user behavior: what is valid today may

change tomorrow. Finally, it is a complex
undertaking (see Figure 1), requiring
creation of a uniquely interactive platform that provides anyone, anywhere,
at any time with relevant information
and connection. This means supporting
the creation, flow, and delivery of data
from your enterprise resource planning
(ERP) system all the way out to the most
remote mobile users. Though the need to
support a powerful and flexible mobility
strategy is great, getting there can be
complicated, costly, and difficult.

It’s Not Easy Mobilizing the
Enterprise: The Challenges
•• Limited device access – Deployment,
setting configurations, and application
installments can be tricky.
•• Exponential interoperability – Adapting
solutions to a growing array of devices, providers, maintenance, and support contracts
becomes increasingly complex.
•• Security woes – Mobile devices are easily
lost, stolen, or subject to unauthorized
access, making the data on them highly
vulnerable.
•• Financial management – With its employees negotiating individual contracts with
mobile carriers and then submitting
expenses for reimbursement, the organization loses visibility and budget control.
•• Colliding needs – IT, management, executive, and line-of-business (LoB) users all
have different needs and priorities.

Figure 1: Complexities of Supporting Enterprise Mobility
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Rapid Adoption and Savvy Users Drive Mobile Trends

How Did We Get Here?
The last few years may have felt like a
mad rush into the mobile and networked
world, but actually it took us quite a while
to get here. In 1990 the World Wide Web
was launched, and we began to explore
online content. The number of people
with Internet access grew rapidly, and
in 2002 the third generation of mobile
phones hit the market, allowing for the
transmission of data on a whole new level.
In the meantime, developing nations
caught up rapidly. When smartphones
were introduced, access to the Internet
began increasing again. Mobility adoption
trends are driven as much by access to
content as they are by cool, new devices.
Mobility Drivers
The mobile revolution is now a way of life,
complete with stylish devices and secure,
immediate access to data. Key drivers of
the new mobility work environment and
lifestyle include:
•• Anytime, anywhere connectivity –
Employees and customers alike expect
nothing less than 24x7 connection to
the latest and greatest apps and the
flexibility to work and shop at any time,
from any location, and from any
device.
•• Savvy users – Mobile users want
always-on service and access to the
same networks and information they
use from their desktops. The expectations and demands of the consumers

affect the workplace as well. Employees want enterprise applications to be
as easy to use as personal apps – no
help menu, no training, just intuitive
and immediate use.
•• Consumerization – Employees and
customers have high expectations for
state-of-the-art mobile technology
throughout an enterprise.
•• Millennial effect – The millennial
demographic, typically defined as
those born after 1975, is characterized
by intense use of and familiarity with
communications, media, and digital
technologies. Millennials will soon
dominate the workforce and assume
that state-of-the-art technology will be
available to them in the workplace.
•• Apps revolution – The global app market is exploding. The number of app
developers and app store providers
is growing rapidly, creating a diverse
universe with a long tail of many applications used very rarely.
•• Exploding data – The amount of consumable data is exploding, thanks in
part to online social networking, which
makes product data readily available
to consumers and consumer data
readily available to companies.
These powerful trends push our society
into a mobile world that seems to get
faster and more complex – while offering
unique opportunities for business value.
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Anytime, Anywhere Access Helps Ensure Maximum Flexibility to Socialize, Work, and Communicate

Targeting Mobility Strategies at Customers
and Employees Alike
Mobile Means Context
With such powerful trends, it may seem
daunting to find the right enterprise
mobility strategy. Today’s enterprises
have to target their mobility strategies at
customers and employees alike. Both
demand access at any time, from any
location, and from any device. And they
want the maximum flexibility to socialize,
work, communicate, and shop whenever
it suits them.
Employee activities are more diverse
than they were in the desktop computer
days; it’s often difficult to separate private and business use of mobile devices.
Each mobile interaction happens in a
certain context. As a user, we want
mobile devices that fit and enhance our
situation, whether personal or professional. Finding a meeting room at work
or a restaurant in the evening may seem

like similar tasks – that is, finding a suitable location – but they illustrate two
very distinct contexts.
In healthcare, organizations can bundle, reorganize, and deliver data from disparate systems to offer personalized
information depending on the location
and needs of the user; for example,
health monitoring for diabetes and heart
attacks or access to medication. These
contextual solutions work in reverse as
well, and allow the organization to monitor and track the distribution of allergies
or the spreading of the flu.
To maximize the value of enterprise
mobility, you have to match contexts
with the enterprise’s business models
and processes. To support mobility
across the organization, you need a
framework for realizing the benefits
while reducing the risks.

A Canvas for Mobility
New mobile services require organizations to bundle information from multiple sources – suppliers, customers, and
other organizations. The traditional way
of building information, either top-down
or bottom-up from within a single organization, isn’t sufficient. Organizations
need to engage a true network or ecosystem approach to offer the right mobile
services to the right users.
Translating this into an IT landscape
for enterprise mobility and coupling it
with corporate strategy and goals are not
easy. But despite the many factors to
consider, managing the growing complexity of enterprise mobility doesn’t
have to be daunting. Organizations need
an underlying plan, an approach we call
a mobility canvas (see Figure 2). This is
an overall, customizable methodology

Figure 2: A Complete Mobility Canvas
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structured as a toolbox of frameworks
and templates that can be completed
with enterprise-specific objectives
and content, forming the basis for a
company-wide enterprise mobility plan.
The canvas is designed to be completed
from left to right in three structured
blocks: mobility strategy, business model
and process impact, and realization.
Mobility Strategy
Start by outlining your organization’s
business strategy and defining its
mobility vision. This vision should tie into
strategy, identify goals, and provide an
outlook on where your enterprise mobility
will be in five years. Next, consider your
mobility management framework. Provide
more detail for applicable use cases
(such as consumer mobility or business
to employee) and determine the best way
to address governance – for example, via
a mobility center of excellence. Next,
define your organization’s mobility ecosystem, including relationships among
providers, users, and other stakeholders.
In the final piece of the strategy, define
critical factors and open issues, which you
may need to revisit throughout the mobility canvas exercise.

Business Model and Process Impact
In a user-driven perspective on mobility
use cases, the center of the canvas
contains mobility scenarios linking
company-specific processes with user
roles. A top-down approach for identifying mobility scenarios uses existing
process maps to find areas with potential
for mobility. A bottom-up approach
starts with identifying current mobile
users – inside and outside the organization – and understanding their tasks and
need for information, communication,
and transactions.
Realization
Once the mobility scenarios have been
identified and linked to processes and
roles, realization follows. What new applications must be created to implement
the scenarios? To what back-end systems must they be connected? Which
devices are users most likely to use?
How can this environment be controlled?

mHealth: Using Mobility to
Integrate Suppliers and Partners
Applying mobility to health services and information, mobile health (mHealth) applications
use mobile devices to collect community
and clinical health data; deliver healthcare
information to practitioners, researchers, and
patients; monitor patients’ vital signs in real
time; and direct care via mobile telemedicine.
Requiring tight integration with suppliers and
partners, mHealth is often used in emerging
countries, where nongovernmental organizations, mobile network operators, and insurers
work together to provide:
•• Increased access to healthcare and healthrelated information, particularly for hardto-reach populations, via help lines and
mobile information access
•• Improved ability to diagnose and track diseases, monitor epidemic outbreaks, and
collect health data
•• More timely, more actionable public health
information
•• Expanded access to ongoing medical education and training for health workers
For example, businesses and nonprofit
agencies have partnered to increase the
effectiveness of emergency information and
communication for recent global emergencies
and disasters. Connection to mobile health
services allows previously isolated entities
to network, directly or indirectly, to improve
healthcare delivery.

Employees want to receive, view, and analyze
information on the devices of their choice, and
then sync it back to the enterprise system at
any time and from anywhere.
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The Four Cs of
Mobility Realization
Focusing on the realization of the mobility
canvas requires a consideration of four
major activities: connect, create, control,
and consume, as shown in Figure 3.
Connect
You need an information management
platform that can pull all business information from ERP, customer resource
management (CRM), supply chain management (SCM), and human resources
(HR) software; third-party application data
sources; data storage devices; servers;
and data marts. A flexible and open infrastructure gives your users access to data.

Create
Rapid development tools make it easy to
create a new mobile app, such as an
expense report app or sales app.
Whether you choose an off-the-self or
custom-developed app, the value of
mobility is related directly to using applications that enhance your specific business processes.
Developing your own custom mobile
apps for critical processes, such as talent management and business development, can help carve out competitive
differentiation. You want to develop one
set of code, and then deploy that code
across a heterogeneous landscape of
device options. New applications for
your company should possess the best

qualities of well-designed consumer
apps – small, quick to develop, and
easy to download and understand,
with instant value and fast ROI.
Control
Your IT department needs central control
of all devices that employees use for
business, as well as data pulled from the
overall IT platform and pushed to those
devices. An effective practice is this:
build a control feature once, and then
use it to support multiple devices. The
goal: to manage and secure each mobile
device and app throughout its lifecycle:
•• In the provisioning phase, you need to
configure, set up, and install devices;
manage application deployment; and

Figure 3: The Four Cs of Mobility Realization
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establish security policies. To provision
for a large organization, you should be
able to work with both group and
membership assignments.
•• In the production phase, you must
remotely manage, track, and maintain
devices. This includes updating and
repairing software as needed, as well
as distributing data and content to LoB
applications. You need to securely back
up device data, enforce compliance
and security policies, and provide
logon reports.
•• The final phase is decommissioning.
You can remotely disable or kill devices,
reprovision and redeploy them, and
enforce access violation locks. Decommissioning is a critical step, perhaps
even more important than provisioning.
We’ve all heard stories about a device
sold on eBay still loaded with corporate
data; such devices were the victims of
either theft or poor decommissioning –
or both. To enforce the security of your

business, you must be able to remotely
lock or kill a lost or stolen device and to
wipe all data from devices about to be
removed from inventory and repurposed. Finally, each reprovisioned
device must receive a new functional
image along with appropriate applications and settings.
Consume
Employees want to receive, view, and
analyze information on the devices of
their choice, and then sync data back to
the enterprise system at any time and
from anywhere. You need to address the
complex challenges of managing a wide
and ever-changing range of employeeowned and company devices, with multiple operating systems and upgrade
schedules. Otherwise, reports formatted
solely for viewing on a BlackBerry, for
example, may not display correctly on
an iPhone.

mBanking: Using Mobility to Drive
the Value Proposition
Mobile banking – or mBanking – refers to the
provision and use of banking and financial
services via mobile devices. Services include
banking and investment transactions, account
administration, and customized access to
information.
mBanking is especially practical for parts of
the world with little or no physical banking
infrastructure, such as remote and rural areas.
It is also popular in countries where most of
the population is unbanked.
MCOMMERCE: USING Mobility to
Improve Customer and Channel
Relationships
Mobile commerce (mCommerce) refers to
the ability to conduct commerce via mobile
device. Mobile commerce was created in
1997 when the first mobile phone–enabled
Coca-Cola vending machine was installed in
Helsinki, Finland. The machine accepted
payment via text messages. More recent
mCommerce services use functionality
such as location-based services, bar-code
scanning, and push notifications to improve
customers’ real-life shopping experience.

Today’s enterprises have to target their mobility
strategies at customers and employees alike.
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A Five-Step Process to Translate the Mobility Canvas to Your Environment

Taking Enterprise Mobility to the Next Level
To translate the mobility canvas to your
specific enterprise environment, we recommend a five-step process, as illustrated in Figure 4.
Choose a Partner
Mobility is so new and fast moving that it
pays to engage outside expertise. Your
partner should provide a complete set
of solutions and services, including:
•• Mobile security and communication
systems
•• Mobile application management platforms for employees and consumers
•• Mobile applications for employees and
consumers
•• Deep consulting, design, solution
implementation, and integration
services

Create a Mobile Strategy
The next step is creating your mobility
strategy, which includes your organization’s expectations, planning and priorities, and target architecture.
•• Expectations – Identify overall objectives for your mobility initiative: efficiency, innovation, evolution, or
revolution. Who are the stakeholders
and users? How will mobility affect
both employees and consumers? What
areas will be targeted, for example,
business to employee, business to
consumer, HR, or field services?
•• Strategy and planning – Set your priorities regarding mobility, timelines,
implementation, and responsibility.
Planning should include preferred
delivery models and project prioritization criteria. Mobile governance should
be addressed, including expectations

around technology and services (rollout, lifecycle, operations, and support),
processes and policies (security,
expense and license management,
compliance, and controlling), and people (user experience, culture, training,
and support).
•• Architecture – What devices, operating systems, models, user groups, and
applications will you support? Will you
provide a controlled or open mobility
environment? What IT investments
must you make, now and over time?
Identify Mobile Scenarios
The next step is to develop mobility
scenarios that capture expected system
behavior from the user’s point of view.
In this case, the system is a combination
of mobile applications and back-end
systems.

Figure 4: Recommended Next Steps
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Two different approaches can be used
to identify and map mobility scenarios.
The first is top down and business centric. Using a process map, start with the
enterprise mobility management framework, then collect, characterize, and
locate activities and transactions that
have mobility potential. Consider the
process attributes and examples in the
table.
The second approach is bottom up,
rooted in ethnographic practice (study,
recording, and documentation of human
behavior in the field over a period of
time). It requires collecting rich, qualitative data in the actual environment
where interaction occurs. Start by identifying mobile workers in your enterprise
and understanding their daily tasks, the
processes they are involved in, and the
infrastructure they need. Then develop
mobility use cases for these workers. The
same approach can be used to identify
mobility use cases for stakeholders outside your enterprise, such as consumers
or partners.

Process Attribute

Example

Time sensitive

Alerts, billing deliveries, and sales
order management

High value or high cost

Asset management and preventive
maintenance

Location sensitive

Customer site, receiving, and
warehouse

Alerts

Business intelligence, sensors,
temperature, and vibration

Critical content

Availability, costing, and performance

Collaboration required

Instant message, team room,
and tweet

Instant information required

Customer relationship management
and e-learning

Expertise required

Availability, language, local sourcing,
and skills

Hands free

Batch management, pick by voice,
search, and slotting

Context awareness

Bill due, credit increase, new credit
card, and overdraft

Event insights required

Flow rates, orders entered, and
orders shipped

The value of enterprise mobility is undeniable –
faster business processes, closer customer
connections, and more rapid decisions.

SAP Thought Leadership Paper – The Unwired Enterprise

13

Build a Mobility Service
Offering
While app adoption is growing rapidly,
abandonment rates are also climbing.
Many people try an app once but never
launch it again. How can you make apps
that attract loyal users, benefiting both
employees and your organization?
SAP has developed some best practices for app development:
•• Create an app store – A mobile app
store can help users discover relevant
apps for their line of business by choosing from preselected options. Using
work group credentials, employees can
access the store securely, then manage
version control in a way that is familiar,
reducing the need for IT intervention
and training.
•• Make your apps context aware –
Many firms are creating apps that use
real-time contextual information about
user, location, task, situation, and priority. For example, a company might
add identity, application, and content
awareness to decision making on information security.

desired behaviors. Designing your
enterprise app with gaming theory in
mind increases the probability that
people will use it.

Simple

Figure 5: Sample Scenario Analysis Framework
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first app is in production, everyone will
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Figure 6: Sample Release Timeline
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Benefiting from Mobile Technologies While Avoiding Pitfalls

Conclusion
The world of enterprise mobility is here –
now. The only question that remains is
how your organization will deal with it. To
meet the expectations of mobile employees, customers, suppliers, and partners –
and to draw the most benefit from mobile
technologies while avoiding their pitfalls –
a business must address challenges of
cost, security, and an ever-expanding proliferation of devices, apps, and systems.
Mobility is about allowing users to act
within a specific context. Enterprise
mobility must bring together a rich network of involved companies, organizations, and individuals to address specific
user demands. Translating these contextual settings into an enterprise mobility
strategy requires a mobility canvas that
visualizes the components of an interactive platform with anyone, anywhere, and
anytime demands, and supports the
creation, flow, and delivery of data from
and into your ERP system.

Systematic enterprise mobility management helps organizations manage
issues of device access, security, cost,
and complex interoperability challenges
while getting the most from mobile technologies. Handled correctly, mobility can
increase productivity, responsiveness,
and customer satisfaction while reducing
costs and improving the work experience
for multiple stakeholders across the
company.
SAP offers unique methodology and
tools for defining and implementing a
successful mobile strategy for your organization. From ERP to mobile analytics,
platforms to security, custom solutions
and throughout the device lifecycle and
across the organization, SAP can help
you drive value from enterprise mobility,
safely and cost-effectively.

Learn More
For more information about mobility,
contact your SAP representative or go to
www.sap.com/services-and-support
/enterprise-mobility.

The speed, flexibility, and agility that mobility can
bring to business processes is unprecedented.
Innovative companies are excited to embrace
mobility – connecting critical content, devices,
applications, and users to create a competitive
advantage.
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