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It is widely recognized that enterprise mobility is a
necessity for successful businesses today. The big
question is not if or when, but how. You want to go mobile
quickly and surely, with as little up-front investment as
possible while taking advantage of leading-edge mobile
technology and keeping pace with developments as they
emerge. Your business users require it, but your IT may
be daunted by the task ahead. Learn here how your
business can go mobile at minimum cost, with maximum
effectiveness and lean IT resources.
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An INDISPENSABLE Feature of the Modern Workplace

The Mobilization of Information Technology
Mobile technology has come a long way
in a few short years. Once used mostly by
remote task workers, field sales people,
and executives, it has now become an
essential tool for almost everyone in the
workplace. Nearly all mobile workers
have smartphones today, and well over
half of them have tablets. Each mobile
worker (defined as any worker who uses
a mobile laptop, phone, smartphone, or
tablet at any time on the job) carries several mobile devices. Workers have mobilized for good reason. People who drive
business operations depend on having
the right information at the right time,
wherever they are.
Today, mobile technology is a necessity
in the workplace and beyond. People use
their mobile devices at work as much as
they use them in their personal lives, and
for many, it’s the same device regardless
of where they use it. Increasingly com
panies are supporting “bring your own
device” and “choose your own device”
policies as a way to keep up with changing technology, offset the costs of mobilization, and maximize worker productivity. These policies further cement mobile
devices as indispensable features of the
modern workplace. Indeed, smartphones
and tablets are freeing workers from
their desks and their PCs, enabling them
to perform many information-dependent
tasks while on the move.
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Mobile technology is also redefining
the nature of a company’s business ecosystem. It is doing so by providing mobile
apps that directly integrate workers,
partners, and even customers with core
business processes and information.
However, implementing and managing
this highly integrated ecosystem presents new challenges for business and IT
managers, application developers, and
end users. These challenges require
careful planning and up-front decisions
about mobile infrastructure.
How Mobile Technology
Challenges the Enterprise
Many companies implementing or
extending the use of mobile technology
in their organizations face challenges
similar to those they faced when deploying corporate-wide software systems.
Yet the IT management strategies that
worked for integrated business software
systems do not work for today’s mobile
environment. For example, device support for internal applications was usually
handled by IT specifying a single type
of operating system – with some occasional exceptions for graphics or development work. Secure access to data was
accomplished by restricting access to
desktop machines within the firewall and
requiring remote PCs or laptops to log in

through a virtual private network (VPN)
connection. Back-end integration was
a relatively simple matter of providing a
URL users would access via a Web
browser over the VPN, and that URL
would enable them to connect to the
back-end software. Device management
had a different meaning. Most computers
were secured on-premise, while fewer
employees had mobile phones. Those
mobile phones typically had a more limited application technology base installed
on them, and those apps were provisioned
by services providers.
Today’s mobile infrastructure needs to
support more business ecosystem players carrying a greater diversity of devices
and operating systems running an exploding number of new apps. It is portable
technology that accesses data over public
networks, introducing an entirely new
dimension to the challenge of securing
business information. As smartphones,
tablets, and other mobile devices increasingly become the information access and
communication tools of choice in the
workplace, corporate IT wrestles with
issues related to security, cost controls,
and the integration of mobile apps with
mainstream business software. These
challenges impact different workers in
different ways.
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Business managers depend on mobile
technology to accelerate and integrate
business operations. They need:
•• Future-ready solutions – When business managers select platforms,
devices, and applications, the mobile
infrastructure must support those
technologies right away, and it needs
to support future versions of those
technologies as well as new, “over the
horizon” mobile functions.
•• Shortest time to market – Solutions
that quickly come online help reduce
development costs, can generate revenue more quickly, and enable a faster
realization of internal productivity
gains.
•• Means to leverage past investments –
New investments in mobile solutions
should integrate with back-end software so the business can get maximum value from software it has
already deployed.

IT managers are responsible for seeing that the mobile solution delivers the
greatest value possible to the enterprise
while handling these key parameters:
•• Security of devices and data
•• Cost controls
•• Integration and configuration with corporate authentication methods and
access to back-end software
•• Visibility into and control over mobile
solutions
•• Minimal requirements for user support
Developers must be able to efficiently
create and support native and hybrid
application architectures to support agile
business operations. To do this, they
need to quickly and easily build mobile
apps that support:
•• Secure connections to back-end software and data systems
•• Rigorous data protection
•• Online and offline support
•• Applications running on multiple platforms and device types
•• Native and hybrid application
architectures
•• Development efforts that focus on

business logic with compelling user
interfaces, not the heavy lifting of integration, authentication, and security
provided by enterprise-grade platform
services
Users, including employees, suppliers,
partners, and customers, are the ones
generating business value through the
use of mobile technology at and away
from the workplace. They need:
•• Intuitive user interfaces and apps that
keep them working at the highest possible level of efficiency and productivity
•• Zero-maintenance applications that
automatically update and require no
configuration when initially installed
•• Security that is easy for users, but provides maximum protection against
unauthorized access and data loss
•• Support for mobile devices of their
choice
An effective mobile infrastructure
needs to work in a far more complex and
dynamic IT environment than ever before.
But what does that really mean? Let’s
take a look.

Mobile technology has come a long way in a few
short years. Once used mostly by remote task
workers, field sales people, and executives, it
has now become an essential tool for almost
everyone in the workplace.
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Total Operational Integration and High Security

A Mobile Platform for an
Enterprise Mobility Strategy
Consider a typical worker who performs
various mobile business activities in
the course of a day (see Figure 1). This
worker will use a smartphone, a tablet, or
both to check e-mail, sign off on a document in a workflow, and check a customer’s purchasing history during a sales
call. This same worker will then submit
an expense report, check a budget,
review real-time sales analysis results,
scan a bar code, view a live presentation,
engage in collaboration activity, and fill
out a form.
It is important to note that any or all of
these mobile activities can happen on a
single device. The same activities can
also happen on multiple device types
such as smartphones, tablets, and PCs,
giving the worker the option of choosing
the device that is most convenient at
the moment he or she is performing the
task. In addition, these activities can and

do happen anywhere. Workers can use
their mobile devices to perform this work
in the workplace, at a customer location,
or from a café.
The ability to perform these mobile
activities anywhere, anytime, and on any
device depends on several fundamental
functions of a mobile infrastructure:
•• Total operational integration – Integration means that mobile devices and
apps can share data with corporate
back-end data systems. However there
is more to it than that. Integration also
means everyone in the business ecosystem – employees, contractors, vendors, partners, and even customers –
have potential connections to corporate
data. To manage this, an enterprise
mobility management (EMM) system
must be able to manage different levels
of access in a highly secure way.

Figure 1: Integrated Mobile Applications

Apps for Vendors
and Suppliers
•
•
•
•

Collaboration
Stocking and inventory
Task-specific applications
Variable device form factors

Integrated
Mobile
Applications
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Apps for Customers

Apps for Sales

•
•
•
•
•

• Customer relationship
management
• Sales presentations
• Workflow
• Scheduling
• Geolocation
• Expense tracking and reporting

Branded customer apps
Product finders
Partner finders
Loyalty programs
Branded mobile wallets

Apps for
Operations

• Collaboration
• Business
intelligence
• Customer
analytics
• Sales dashboards

•• Security – This is more than user
authentication on the mobile device.
It is also end-to-end data encryption,
certificate-based application sign-on
functionality to back-end data systems,
and usage monitoring at the device level.
•• Application development, provisioning, and maintenance – An EMM platform enables low-cost development of
high-performance apps that are portable to all devices. It simplifies application deployment and maintenance so
that there is minimal need for IT support and no work disruption. Such a
platform lowers app development and
management costs, which makes the
depth and breadth of mobility in the
enterprise totally scalable.
•• Broad device support – To accommodate new and changing mobile technology, an EMM solution must support
all devices and device types.
In a mobile environment that grows
and changes, it is not possible to manage
all aspects of a comprehensive enterprise mobility strategy without a mobile
platform. Why is that true?

•
•
•
•
•

Financial functions
Workflow
Time tracking
Scheduling
Shipping, receiving,
distribution
• Expense tracking
and reporting

SAP White Paper – Power Through Platform
©2013 SAP AG. All rights reserved.

A Different Kind of IT

Inside an Enterprise-Grade Mobile Platform
Today’s enterprise mobility is driven by
lots of applications running on a great
variety of devices. Even companies starting small with just one mobile app used
by just a few employees soon discover
that mobile technology requires a different kind of IT. An employee using his or
her smartphone for work may decide to
switch from an iPhone to an Android
device. Suddenly that presents a new
challenge for supporting a mobile app.
Or, employees could lose their smartphones, the ones that give them access
to an important business process. Now
there’s a security problem.
Mobile IT environments are more complex than traditional PC environments in
which one client operating system dominated. Today, with workers bringing their
own devices into the workplace, a mobile
IT infrastructure needs to support more
device types as well as a number of different operating systems.

A good mobile platform is uniquely
suited to managing this kind of deviceand application-rich environment. Let’s
look at some of the key aspects that
support business mobility in ways that
optimize performance while minimizing
management costs.
Total Operational Integration
Data sharing between mobile apps and
back-end databases enables everyone
in a business ecosystem to have better
information available for faster, more
accurate decision making. An enterprise
mobility strategy recognizes that people
using mobile devices not only consume
business information, they also contribute information that others in the process chain consume. This means everyone in the process chain – from workers
with a variety of different job roles to vendors, suppliers, partners, and customers –

Figure 2: End-to-End Support for All Applications and Devices

Business to Business

Easy application
development

Line-of-Business Apps
Partner-Facing Apps
Customer-Facing Apps
End-to-end
security

Business to Consumer

Application
management

End-to-end support and administration for all applications and devices
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are information creators and information
consumers. A mobile platform provides
several key functions that fully leverage
this dynamic. These include:
•• An application development platform
that makes it easy to build any application for any device so that it has standard links to back-end data and makes
the data of all mobile apps compatible
•• Single-sign-on support so that applications on the devices of workers with
appropriate credentials can securely
sign in to back-end systems
•• Advanced data synchronization so
that integrated mobile apps operate
smoothly even when there are interruptions in network access
Security
Every company needs a security policy
that sets rules for making mobile operations safe. Policies are great, but without
the technology to enforce them, they are
of limited value. A mobile platform provides
a common set of tools for managing security for all mobile apps and all devices
in the business ecosystem. These tools
include end-to-end data encryption,
device-level user authentication, and
single-sign-on certificate management.
They also cover segregation of business
functions and data from personal data
on dual-use devices as well as basic
remote monitoring and control functions,
including usage logging and remote lock
and wipe (see Figure 2).
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Application Development,
Provisioning, and Maintenance
A high-value enterprise mobility strategy
is flexible so that it can quickly change to
accommodate new mobile technologies
and adapt to new business requirements.
A key aspect is simplified application
development and management. What
makes that possible?
First of all, traditional mobile app
development requires the use of development tools native to the specific
device types on which the application is
to run. If a business environment needed
an application that would run on several
different device types – iPhone, Android,
and Windows devices, for instance – this
would require several different development efforts, each using specialized
development tools unique to each device.
A high-value mobile platform solves
this problem by making it possible to use
common development languages such
as C++ and HTML5, in combination with
libraries of widgets and applets such as
business analytics, to build enterprisegrade mobile apps that run on any device
in the mobile environment. This means

one development effort using familiar
development tools can create an app for
all devices. With a mobile platform, these
applications have the same deep devicelevel controls, access to back-end data,
security controls, and performance that
are possible with native applications.
A mobile platform simplifies application
management by making it possible to
push out apps and application updates
that are preconfigured based on group
policies related to device type or job role.
This enables “zero touch” app deployment
and automated app updates. This can
minimize worker disruption and greatly
reduce the need for tech assistance when
new apps and updates roll out.
By simplifying app development,
deployment, and maintenance, a mobile
platform makes it much easier and less
costly to update, modify, and add new
mobile apps that support efficient business operations.
Broad Device Support

support, often referred to as being
“device agnostic,” means the platform
can handle the most widely used smartphones, tablets, and PCs, as well as
specialty devices. Why is this important?
A device-agnostic mobile environment
is incredibly valuable in a world where
mobile technology is rapidly changing.
It is also important in a world where the
average mobile worker has several
mobile devices. With a device-agnostic
mobile platform, it becomes possible to
use one administrative console to set up
any worker and any device for business
use. This can include segregating business and personal-use functions on the
device, implementing security controls,
installing preconfigured apps, implementing cost control features, managing
connectivity, and providing lifecycle
device management.
A mobile technology management
platform provides the basis for more
effectively managing the mobile infrastructure, but what does that mean to
business operations?

An enterprise-grade mobile platform
supports a breadth of mobile device
types and operating systems. This

Mobile technology is redefining the nature of
a company’s business ecosystem by providing
mobile apps that directly integrate workers,
partners, and even customers with core
business processes and information.
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Flexibility to Adapt to Changing Mobile Technology

Advantages of a Platform-Based
Enterprise Mobility Strategy
There are two ways organizations
can adopt mobile technology in their
operations:
•• An application-centric approach
focuses on developing or buying
mobile apps to enhance specific business operations. Some believe that
the emergence of HTML5 as a viable
mobile app technology makes this
simple strategy more valuable because
HTML5 apps are portable across
devices.
•• A platform-based approach requires
an enterprise-grade mobile platform.
Some large organizations will implement their own. Many others will opt to
use a managed enterprise mobility service to realize the value of platformbased management without investing
in a platform themselves.

The application-centric approach provides an easy entry point to business
mobility. However, its lack of uniform
controls means that it can quickly
become difficult to manage and secure.
A grab bag of mobile apps from different
sources is very difficult to integrate. As
demand for mobile functionality grows
in an organization, the app-centric
approach bogs down in management
overhead and lack of agility.
On the other hand, a platform-based
approach provides a solid foundation for
uniform security controls, total integration between mobile operations and core
business activities, and greater flexibility
to adapt to changing technology and
business needs. This functionality has a
direct impact on the value mobile technology delivers to business operations.

As Figure 3 shows, not only is the overall cost of enterprise mobility management lower with a platform solution, but
the tighter integration between mobile
and fixed operations results in more efficient business processes. Platform-based
enterprise mobility makes it possible to
rapidly develop and deploy mobile apps
at lower cost. As more workers become
enabled to do their work anywhere, the
organization as a whole does a better job
of capturing and sharing information
that is critical for maximizing the value of
all business operations.

Figure 3: Application-Centric Strategy Versus a Mobile Platform Strategy
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Mobile
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Application-Centric Versus Platform-Based Enterprise Mobility
Application-Centric Enterprise Mobility
•• Large IT support infrastructure for
mobile applications and devices
•• Limited choice in mobile devices that
can be used
•• Lack of mobile application integration,
resulting in a greater number of siloed
business workflows
•• Multiple tool sets required to enforce
corporate security
•• Need to maintain a complex point
solution road map to guide employees
in their choice of devices, applications,
and use cases

Platform-Based Enterprise Mobility
•• Lower administrative, maintenance,
and support costs
•• Large choice of mobile devices that
can be used, including the latest
technology
•• Integrated mobile applications,
allowing greater flexibility in information sharing and workflow
•• Management of all devices, applications, and security on a single
console
•• Greater flexibility in expanding
mobile technology through the
organization

Business Process Transformation
Depth of mobile technology adoption
(Level of business process integration)

Figure 4: Business Process Transformation

This ability to quickly develop and
modify mobile apps that work across all
devices in the business ecosystem makes
it possible to adapt to mobile technologies
as those technologies emerge. It is also
possible to scale mobile solutions to meet
the demands of more users running more
apps on more devices without increasing
the overhead of your mobile technology
management.
With a platform-based strategy, it
becomes possible to make more manufacturing, marketing, sales, and planning
decisions based on real-time data. Business processes speed up and become
more accurate. The more deeply mobile
technology penetrates an organization,
the more opportunity that organization
has to transform its business processes.
Figure 4 shows the relationship between
a platform-based mobile infrastructure
and the transformative power of largescale business mobility.
There are clear advantages to adopting
a platform-based approach to enterprise
mobility, but what is the best way to do
that?

Mobile platform strategy

App-centric
strategy

Breadth of mobile technology adoption
Scalability
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One Solution for Many Businesses and Users

Platform-Based
Enterprise Mobility for
Any Size Organization
Implementing a mobile platform can be
a significant undertaking, and some IT
managers question the value of doing
so, especially if they are not servicing a
large enterprise mobile infrastructure.
Fortunately there are two ways to adopt
a platform-based strategy. One is to buy
and implement a platform. The other
is to use an on-demand, cloud-based
enterprise mobility management solution known as enterprise mobility as a
service (EMaaS). EMaaS allows you to
take a platform-based approach to
enterprise mobility without making the
up-front investment for platform software and hardware.
Organizations that are good candidates for implementing their own mobile
platform and support infrastructure are
generally large organizations with:
•• A significant IT support group
•• Application development and customization resources
•• Heavyweight apps, such as customer
relationship management (CRM) or
direct store delivery
Enterprise mobility as a service is delivered through solution providers whose
service offerings are based on enterprisegrade mobile platforms. EMaaS solution
providers include mobile network operators, system integrators, and dedicated
EMaaS providers. The EMaaS approach is
an excellent alternative for organizations
or departments that:
•• Want to avoid an up-front investment
in hardware and software
•• Are focused on lightweight productivity apps
•• Have limited internal IT or application
development resources
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An EMaaS approach to managing
enterprise mobility lowers the entry costs
of platform-based management while
enabling organizations to become mobile
more quickly. In addition, EMaaS service
providers support the latest mobile technology. This means a strategy grounded
in the right service provider can always
take advantage of leading-edge mobile
devices, apps, and functions. And of
course an EMaaS approach gives an organization all the benefits of a platformbased solution while operating with a
much smaller IT staff.
In the past few years, mobile technology has become mission-critical to the
execution of many business processes.
In the workplace it is becoming more
important than ever because it gives
workers an edge. It enables them to
accomplish more. It helps them to deliver
better service. It provides them with better information.
To take full advantage of what enterprise mobility can do for business operations, organizations need to “think outside the department.” They need to
consider strategies that not only provide
access to business information across
the enterprise, but also capture valuable
business data at its source. A platformbased strategy provides the controls
needed to fully manage applications,
costs, and security while staying on the
leading edge of this rapidly changing
technology. Specifically, adopting a
platform-based approach to enterprise
mobility has the following benefits for all
stakeholders:

Learn More
For more information about building
secure and manageable mobile solutions,
visit www.sap.com/mobileplatform.

•• Business managers benefit by having
options that offer them the fastest
time to value from a given IT investment, solutions that leverage existing
IT systems, and solutions that will
support future mobile technologies.
•• IT managers benefit by delivering a
high-value mobile infrastructure that
has complete visibility and control over
mobile devices, applications, operations, and costs. This highly advantageous infrastructure is also highly
secure, integrates easily with existing
business applications and authentication systems, and requires minimal
support for end users.
•• Developers benefit by having a platform that lets them quickly build and
update complex applications. This is
helped by out-of-the-box containers
that have built-in data integration, user
authentication, and security, which
allow developers to focus their efforts
on creating business logic and attractive user interfaces.
•• Users, including employees, suppliers,
partners, and customers, benefit by
having applications with well-designed
user interfaces that do not require user
configuration. They simply work, and
they work on the users’ preferred
devices.
Organizations that extend their operations with an enterprise mobility strategy
will have advantages over those that do not.
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